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Challenges on Data Security

Threat is growing as healthcare becomes an ever increasing target
« Thousands of attacks on the NHS IT Network an hour
« Capabilities vary widely — from good to bad

» Challenge is achieving
consistency across the
NHS, in the key areas
of people, processes
and technology
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« Essential people have the right
to opt out and know what is
happening with their data
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The National Data Guardian’s review
iInto Data Security and Consent

* |In 2015 the Secretary of State for Health commissioned Dame
Fiona Caldicott to contribute to a review of data security being
carried out by the Care Quality Commission, to:

— develop new data security standards that can be applied to all
health and care organisations

— with CQC, develop a method of testing compliance with the
new standards; and

— propose a new consent / opt-out model for data sharing,
enabling people to make informed decisions about how
personal data about them is used.

Katie Farrington, Department of Health



Opportunities

 Enormous potential for data to be used to drive improvements in
health and care, and growth in the economy

UK Government is committed to growing this industry - want to be
an attractive place for investment across digital health

 Government is investing £4.2 billion during this Parliament to
support the NHS to be paperless by 2020

* Progress depends on maintaining public and professional trust
— Secure systems and processes
— Informed public with strong rights around how their data is used

Katie Farrington, Department of Health
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