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1 .
HHHH. Overview

»
“HHH\. i HHS approach toward compliance
N
0 Civil penalties andl enfoercement
m““\. i Criminall penalties and enforcement
ﬁu 1 Private remedies
“"“. i Internali sanctions
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Wum. HHS Compliance Efforts

“HHH\. Generally, HHS has pledged a
“ “Cooperative” approach o enptaining
H|||H| compliance

m“m HIHS willfprovide technicall assistance
. HES will seek informallmeans, to resolve

disput
mmu. -

. October 2000 HIPAA Privacy Summit -- Washington DC
| g




Wum. HHS Compliance Efforts

Rights of Individuals
Right to file complaints with HIHS

Precedures for complaints modeled on
existing procedures for civil rights
complaints

Complainants; are protected Under So-
called “whistleblewer”® precedures
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Wum. HHS Compliance Efforts

Responsibilities ofi coveread entities
Maintain recorads

Proevide HIHS with access, to records
(business partners also required to provide
ACCEeSS)

Refrain from retaliation against
complainants
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W“M. HIPAA Penalties

Wc
"MP il Civil penalties

%  Criminal penalies
W M o State remedies
Nw 0 Internal disciplinary requirements

WIF
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Wum. Civil Penalties

“HHH\. “Except as provided in subsection (C),

“m"“. “the Secretany shall impese 6n any: persoen Whe
vielates a prevision: ofi this part a penalty’ ofi not
m“m. more than $100 fer each violation,

“except that the total amount Impoesed on|the person
H“"“ for all vielatiens ofi an identical reguirement or
. prohlbltlon during a calendar year may. not exceed
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[
N Civil Penatties -- Affirmative
Wy Defenses

wm\.

ﬂ\HH\.
1

A civil penalty' may net be Impesed Where--

the person did net knew, and! by exercising reasonable
diligence would not have knewn, of the vielation

the faillure te comply was due to reasonaible cause and net te

willful neglect
m“m. the failure to.comply: IS corrected witiin 30 days of
ﬁ discovering the vielation
HWN. HHS may waive or reduce the amount of a civil

penalty’ and/er extend the s0-aday deadline: for
NHIH\. sosrection of a violador
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Wum. Criminall Penalties

HHHH\. ‘Wrongful disclosure of I1H]

“m"“. “Sec. 1177(a). Offense.--A persen whoe knewingly.
and i vielation| of this, part--

“““ “(1) uses of causes to e used a unique health identifier;
“. “(2) obtains [IHI relating toran individual; or
HHIIH.

(3) discloses lIHI toranotiher persen;
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Wum. Criminal Penalties (contd)

Elements of the offense
Knowledge;
Violation of Part € (Administrative
Simplification); and
One of the fellowing:
— USEes a unigue health identifier

— obtains lHI relating te: an individual
— discloses! lIHI te' anether person
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Hmm. CriminalfPenalties(cont'd)

“HHH\. “Knowledge” requirement
TThe text requires “knowledge” -- not
mmm. ; :

‘Intent” or “willitiness*
m“ Arguably, the govemment Is only reguirea
“‘. 101 show knewledge of the act -- not
kinowledge that the' act was wrongiul or
HHIN. unlawful
“H|||
“. October 2000
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Wum. Criminal Penalties (cont'd)

"HHH\. Unresolved ISSUe -~ are BUSINESS
“H"N partners (or others) liakle under the
. criiminal penalties or are crminal
““W. penalties limited to “‘covered entities:?
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HHIM

’M\\m Investigations and Presecution

W.
W I Investigatiens
W“‘I‘ HHS Office for Civil RIghts

WIF s o1

W o Prosecution

WIM h03
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Wy Criminal Prosecution

-
“m““. DOJ has “independent litigating
ﬂ‘ authority”

N|||“.

While DOJ will consult with “client”
agencies, ultimately Eederal prosecutors

HHHH. (AUSAS) decide whether to continue
mmu. nvestigate andlor seek an indictment
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ﬂ“““. State Enfercement Actions

“W“. i State Attorneys General are not
ﬂ””\. explicitly’authornzed to Bring actions

0 However, new HHS regulations;may.
m“m. DOISTer existing| or create new theores

under state lawsi(e.g., state' unfair or
H“"“. deceptive trade practice laws)
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Wy Private Remedies

»
“W“. i Noi private right of action under HIPAA
< I Federal coulrt

\H|||H|

HES has established procedures for the
filing of cemplaints

H\

““\. 1 BUsIness partner contracts must make

HH||“. data subjects third-party beneficianes --
WhHICH may: previde remedies Under

\H|||H| State law
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*mm. Internal Sanctions

““““. 1 Covered entities must develep and
mum. apply sanctions for faflure to anide by

company. policies and/er the HIPAA
H\
““\. 0 Range: “Waring te termination™.

iegulations
HH||“. I Sanctions shouldapply: te covered
entity’'s empleyees andl business

\H|||H. partners
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1 .
HHHH. Conclusion

-
““““. 0 Civil sanctions are modest -- and HHEHS vows a
W O,

|

0 Craminal penalties are stiiiif -- and discretion
lies with DOJ

HH\N. 0 Sults under State law-- either by Attorneys

ﬂ General or prvate parties -- could e
H“HH. significant (even without HIPAA private rnght
ﬂ‘ off action)
|
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W Conclusion (contd)

"HHH\. 5 As with fraud andlabuse compliance,
ﬂ“m comprenensive programs (With support
"“. at all'levels within the erganization) can
ieduce exposure and risk
mmu. :
HHHH.
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