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Margret Amatayakul 
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Strategies for the digital future of health information
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path
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Work flow 
redesign
Project 
management 
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realization
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Independent consultant focusing on EHR, 
HIE, and associated standards and 
regulations

Adjunct faculty, College of St. Scholastica, 
Masters in Health Informatics

Former positions with CPRI, AHIMA, 
University of Illinois, Eye & Ear Infirmary

Active participant in standards 
development, HIMSS BOD

Speaker and author

Co-founder and board of examiners, 
Health IT Certification, LLC
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Current Landscape: 
The Good, The Bad, The Ugly
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Is Anything Private Anymore?
Google Street View (online mapping                                            
service, has been used by employers to                          
monitor employee smoking)

MySpace, Facebook (social networking                                        
sites)

Fast Lane (toll booth cameras, often used by divorce 
attorneys as well as toll authorities)

Discount cards (save you money while collecting buying 
patterns)

Huge databases (e.g., telephone call records, prescriptions 
filled that can be used to target marketing) 

http://www.observingsurveillance.org/
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HIPAA – GLBA – SOX 
Health Insurance Portability and Accountability Act 
of 1996 (HIPAA) Administrative Simplification 

Promotes “efficiency and effectiveness of the health care 
system, by encouraging the development of a health 
information system through the establishment of standards 
and requirements for the electronic transmission of certain 
health information”

Financial Modernization Act of 1999 (a.k.a., Gramm-
Leach-Bliley Act) [GLBA])

“Insure the security and confidentiality of customer records 
and information; protect against … threats or hazards to 
security or integrity of such records; protect against 
unauthorized access to or use of … that could result in 
substantial harm or inconvenience to any customer”
In 2003, member agencies of Federal Financial Institutions 
Examination Council issued new guidance that expands  
GLBA to protect all information assets, not just customer 
information
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Sarbanes-Oxley Act of 2002 (SOX)
Founded on GLBA and HIPAA statutory standards
Formalized by Sarbanes-Oxley disclosure requirements for 
publicly traded companies
Emphasizes management’s responsibility “for establishing 
and maintaining an adequate internal control structure and 
procedures for financial reporting”
Reporting obligations cover more than GAAP, extending to 
material operational issues
“A secure information infrastructure is central to many 
companies’ operational capabilities”
Observation: Many healthcare organizations are publicly 
traded; and boards and executives in non-profits are taking 
notice of Sarbanes-Oxley as well
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Common Privacy Areas
GLBA

Clear disclosure of privacy 
policy re: sharing of non-
public personal information 
with both affiliates and third 
parties
Requires “opt-out” of 
sharing of non-public 
personal information with 
nonaffiliated third parties 
subject to certain limitations
Allows for flexibility to 
prescribe exceptions
Remedies for violation
Does not modify, limit, or 
supersede operation of the 
Fair Credit Reporting Act

HIPAA
Notice of Privacy Practices

Covered entities
Business associates and 
agents

Right to request restrictions 

Variation between payers, 
CHs, and providers
Remedies for violation
Right to access, amend, and 
accounting for disclosures
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Common Security Areas
GLBA

Involve board of directors

Assess risk
Design safeguards program*
Implement security controls
Train employees
Oversee service providers
Security testing
Monitor and adjust program
Report to board of directors
Consumer education and 
assistance

*Written program
Not addressed

HIPAA (Less process oriented)

Assign security responsibility
Risk analysis and management
Implement security controls
Train workforce
Business associate contracts
Review and modify

Documentation 
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Importance of Risk Analysis
HIPAA

In deciding which security 
measures to use, a covered 
entity must take into 
account:

Size, complexity, and 
capabilities
Technical infrastructure, 
hardware, and software 
security capabilities
Costs of security measures
Probability and criticality of 
potential risks to ePHI

“Cost is not meant to free 
covered entities from the 
responsibility to implement 
adequate security measures”

GLBA
Identify reasonably 
foreseeable internal and 
external threats that could 
result in unauthorized 
disclosure, misuse, alteration, 
or destruction of customer 
information or information 
systems
Assess likelihood and 
potential damage of these 
threats, considering sensitivity
of customer information
Assess sufficiency of policies, 
procedures, customer 
information systems, and 
other arrangements in place to 
control risks
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HIPAA Statistics
PRIVACY

By issue
Impermissible U&D
Lack of safeguards
Lack of access to PHI
U&D not minimum necessary
No/invalid authorization

By covered entity
Private practices
General hospitals
Outpatient facilities
Health plans
Pharmacies

SECURITY
Information access management
Security awareness & training
Access control
Workstation use
Device and media controls

4/14/03 – 10/31/07
Referrals to DOJ – 415
Referrals to CMS – 216 

www.hhs.gov/ocr/privacy/enforcement/numbersglance.html

4/20/05 – 10/31/07
Security complaints – 370
Ongoing investigation – 140
Audits initiated 
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Some General Security Statistics

Very Good
9%

Satisfactory
22%

Improving
27%

Inadequate
40%

Exceptional
2%

Administrative Resources

0 2 4 6 8 10 12 14

Other

Real Estate

Health Care

Manufacturing

Religious

Banking

Government

Transportation

Security Budget as a Portion of 
IT Budget by Industry Type

Network World:
Median %        Range of

of IT Budget      Spending
2005           3.9%               5 – 7%
2006           4.7%               5 – 10%
2007 5.9%               5 – 12%
Security Incidents:
2/3 = Administrative errors, insider 

abuse, stolen equipment
1/3 = Hackers

27%
Can Company
Account for  
Losses from
IT Security
Incidents?

No
65%

Yes
35%
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Lessons Learned
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Lessons Learned: 
Plain Language

GLBA Privacy Notices:
Too lengthy
Dense in content
Complex language
Consumers neither read 
nor understood

Response: 
Multi-Agency Form 
Development Project



16

16
16

© 2007 Margret\A Consulting, LLC

Could the 
healthcare 
industry 
do this?

Evolution of a Prototype 
Financial Privacy Notice, 
Kleimann Communication 
Group, Inc., Feb. 28, 2006
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(SOX) Compliance Lessons 
(Forrester Research)

Costs soared well beyond expectations
Technology was underutilized
Regulatory guidance was insufficient and 
unclear; e.g., what is a “material weakness”
Audits were often not top-down,                         
not risked-based
Numerous control                                       
deficiencies uncovered
Financial management systems                         
were in need of repair 

Does this 
sound like 

results 
from 

HIPAA?
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Opt-in/Opt-Out 
Lessons from the Web?

Opt-in – requires an action 
or affirmation by an 
individuals for inclusion; 
the default is exclusion
Opt-out – requires an 
action or affirmation for 
exclusion; the default is 
inclusion

High interest in 
healthcare for

HIE/NHIN
PHR
EHR

Applicability to 
Healthcare

More than “request for 
restrictions”
You can’t do both 
simultaneously
Choice frequently depends on 
trust
Both have risks and benefits

To providers
To individuals
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Need for Data 
Stewardship
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Data Stewardship
Stewardship . . .  Is personal responsibility for 
taking care of something one does not own
Data stewardship (corporate) is the management of 
the corporation’s data assets in order to improve 
their reusability, accessibility, and quality. Data 
stewardship needs are especially recognized when 
using data warehouses for data mining
Health data stewardship (AMIA) “encompasses the 
responsibilities and accountabilities associated 
with managing, collecting, viewing, storing, 
sharing, disclosing, or otherwise making use of 
personal health information”
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EDI

e-PHI

HIE

NHIN

HIPAA 
Covered 
Entities &
Business

Associates

De-Identified
Data

Enhanced 
HIPAA 

Protections
Data

Stewardship
for

All Uses
All Users
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Health Data Stewardship

Accountability/Chain of Trust
Transparency
Individual Participation
HIPAA De-identification
Security Safeguards and Controls
Data Quality and Integrity
Oversight of Data Uses
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Chain of Trust
Individual
Covered entity

Treatment
Payment
Healthcare 
Operations

Business 
associate
Agent(s) of 
business 
associate
Non-covered 
organizations

Protected health 
information

Aggregated data

De-identified data

Data linkage

Data mining

Personal health 
information

http://www.1st-chainsupply.com/chain/painted_black.htm
http://images.google.com/imgres?imgurl=http://www.restorativeneurology.se/groups/magnifying-glass-2.jpg&imgrefurl=http://www.restorativeneurology.se/author/Webmaster&h=1200&w=1600&sz=116&tbnid=PxkFWsxAg_l0-M:&tbnh=113&tbnw=150&prev=/images%3Fq%3Dmagnifying%2Bglass%26um%3D1&start=1&sa=X&oi=images&ct=image&cd=1
http://www.1st-chainsupply.com/chain/painted_black.htm
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Contact Information

Margret\A Consulting, LLC
Schaumburg, IL 60193
Tel. 847-895-3386
Margret@Margret-A.com
www.Margret-A.com
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