Building a Proactive Privacy
Program

Lessons Learned in Prioritization and Socialization

Angela Alton, VP, Privacy Officer
Liz Hernandez, Sr. Privacy Analyst
Ann & Robert H. Lurie Children’s Hospital of Chicago



_\E\!
Fihdl =
nn

D

_Ii**" '-" ’." e
&g.‘: ,"4 B vn' Fil =1 L
Fl i

! il e e

i
ST TR T -
[ T
S TIIT Y :n,

_II

.
-
™

| ] R
"rx!'t g g

- i

P~ "
VERSEE
WPl
o7 B *.

ramy 18"
LR AT

2y
~ " " N ri -

LS - 1] .‘.4‘ l‘_

?"' 1'4u
L"‘ ,,..

URB B R
:- TIR1 1 ‘g :H'i‘,_,
BT 1RT1
| in:i &:i |[|.|!i LB
BT 1RL 1 mum Iillll Iiiill
kg k"lrurnl TR 1
Ce b lihlm-;:
3LT

-
-, .
= _ ,..II .. ‘
- i L .-
= o L L . @
w Wi *
— — " 7= woIga e —
] " 1 '
o 5 S EBrpl gs»
e oF Wm |
! nid Sl (TN R -
f .: =4 Vgt » N0 1 N O
- -y = L 5 -~
—— - t ‘F 5.-—-—'-
L [ —— . o 4
»

-
- 1 - S
D i h

i hs 0 ‘I'ﬂ“n JW: .l

lh

FYNNNTINENY




Structure: Office of Compliance &
Integrity
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The Birth of a Privacy Program
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Chief Privacy Analyst
Compliance is recruited

Officer is hired



Characteristics of Developing Program
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Do your employees know who the Privacy
Officer is?

* Lack of Presence & Awareness
* Minimal privacy training beyond
annual mandatory
* Mostly electronic

* Not dynamic or interactive
* Unknown effectiveness

"I've been disoriented since my employee
orientation program. "




he Growth of a Privacy Program
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Getting Started

 Compliance culture of “We
Come to You When We
Need to...”

WHO ARE

* Skepticism YO U 7

* Challenge to get into rooms

,i-’ PLEASE



Setting Priorities

* Incident management and response
* Socialization

* Real time assessment

* Risk assessment




Risk Assessment

* Internal Risk Assessment vs.
External Party Risk Assesment

* Third Party Risk Assessment tool
vs. Internal developed tool

* Institutional Buy In




Setbacks

* Existing processes incompatible with
privacy program operations

* Inexperience with privacy regulatory
matters and inquiries

* Failure to get access to key arenas

* Unanticipated “political” and
“relationship” structures




Successes

* Developed positive relationships with key departm?]ts

* Information Security, Health Information Management, Data Analytic

e —

* Auditing and Monitoring Program
* Outreach and Education

——

* Increased Privacy Awarengss

-



Lessons Learned

* Earlier identification of key departments

* Reliance on reported compliance

* Determining unknown organizational challenges
* Reliance on how it should be vs. what it is




he Growth of a Privacy Program

-

==
O

Chief

, Privacy VP, Privacy Work in
(Oi?fmpllzfmce Analyst is Officer is FOBress
Iceris recruited recruited Prog

recruited



Focus Forward

* Increased Education and Awareness

* Increased surveillance

e Social media, photography and marketing
 Strengthening privacy program




