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HIPAA Humor?

“The Department believes that the requirements
of the final rule will not be difficult to fulfill,
and therefore, it has maintained the two year

effective date.” 65 Fed Reg 82758 (December
28, 2000).

|s this persuasive authority?
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Key Observations

82.6% of all health care establishmentsin the U.S. are “small
entities’

Small providers often have limited financial and educational
resources

Privacy Rule too voluminous for small providersto digest

No general small entity exception under HIPAA

- Delay of Privacy Rule isunlikely (but assumed by many small
providers
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Outline of Presentation:

e Addressing Implementation Timelines

e Enforcement Restrictions, Scalability, and
Reasonableness

o Making HIPAA Rules Understandable and Brief

* Review of cooperative arrangements and resulting
tools:

— NCHICA and the State of Maryland Health
Care Commission

— HPAA Earlyview™ Privacy software tool
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Addressing | mplementation Timeines
with Providers

* Recognize that small providers generally unaware of HIPAA

e Emphasize that HIPAA imposes current obligations on
covered entities

HIPAA Privacy Reg. Compliance: APRIL 14, 2003
VS.
HIPAA Safeguard Statute Compliance: August 21, 1996
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Addressing | mplementation Timeaines
with Providers

HIPAA Safeguard Statute: 42 U.S.C. Sec. 1320d-2(d):

“Each person described in section 1320d-1(a) of thistitle who maintains or
transmits health information shall maintain reasonable and appropriate
administrative, technical, and physical safeguards —

(A) to ensure the integrity and confidentiality of the information

(B) to protect against any reasonably anticipated —

(i) threatsor hazards to the security or integrity of the information; and
(i1) unauthorized uses or disclosures of the information; and

(C) otherwise to ensure compliance with this part by the officers and employees
of such person.”
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Enforcement Restrictions

Scalability and Reasonableness
under HI PAA
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Enforcement Discretion:

 No CMP where person demonstrates to satisfaction at the
Secretary that person “did not know, and by exercising
reasonabl e diligence would not have known” HIPAA
violated [42 U.S.C. 1320d-5(b)(2)]

e NO CMP If fallure due to reasonable cause and not to

willful neglect; and the failure is corrected within 30 days
[42 U.S.C. 1320d-5(b)(3)(A)]

« Thirty (30) day correction period may be extended by

Secretary
[42 U.S.C. 1320d-5(b)(3)(B)(i)]
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Enforcement Discretion (Continued):

e Secretary authorized to provide technical
assi stance during correction period:

“In any manner determined appropriate by the
Secretary” [42 u.s.c. 1320d-5(b)(3)(B)(ii)]

o |f CMPIsexcessivevis-aVviscompliance fallure:

then Secretary may waive if faillure due to

reasonabl e cause and not willful neglect
[42 U.S.C. 1320d-5(b)(4)]
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Enforcement Discretion (Continued):

* As to enforcement, a covered entity will not
necessarily suffer apenalty solely because an act or
omission violatestherule. ...[T]he Department will
exercise discretion to consider not only the harm
done, but the willingness of the covered entity to
achieve voluntary compliance.”

65 Fed. Reg. 82603 (December 28, 2000).
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“Scalability” of Requlations:

* Privacy regulations are scalable to reflect variations among
covered entities

- HHS expects small entities will develop “less
expensive and less complex privacy measures’

* HHS s scalable approach may benefit smaller providers

- Limitations on small providers taken into
account

* Regulations consider current business practices

- Small providers “will not be required to change their
business practices dramatically”
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" Reasonableness’ under Regulations

* Thereisno blanket “reasonable efforts’ qualifier to
privacy regulations

» “Reasonable efforts’ approach is provision specific
Examples:
e Minimum Necessary Rule

e Mitigation of violations by business associates
« Consents after emergency treatment

(c) 2001 Edward A. Meyer, Esq. 12 www.mcdonaldmeyer.com



Additional flexibility factor:

HHS belief that “the requirements
of the final rule will not be difficult
to fulfill”
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| mplementation Strategy: Make HIPAA
Rules Under standable and Brief

STEP ONE: Be brief

STEP TWOQO: Educate

STEP THREE: Break Up the Privacy Ruleto its essential
tasks and identify scalability

STEP FOUR: Perform gap analysis

STEP FIVE: Identify available formsand implement in
accordance with gap analysis report
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Additional | mplementation Strateqy:

e Consider where groups of small entities can
work through implementation together

» HHS encourages cooperative efforts

e State or local associations/societies as a
resource
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STEP ONE: BeBrief

- Convey that the HIPAA Regulations are
about “ Standards’

- Health Care Provider should understand

underlying purpose of HIPAA privacy
rule
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STEP TWO: Educate

*\Who to educate (versus who to train)
«Accomplish the “HIPAA Epiphany”
*Recognize available education resources

- HHS Press Releases and Fact Sheets
- Web sites,
www.hhs.gov/ocr/hipaa
www. hipaasummit.com
www.wedi.org (also White Paper)
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STEP THREE: Break Up the Privacy Ruletoits
Essential Tasks and | dentify Scalability

12 Essential Tasks/Scalability

1. Appoint aPrivacy Officer and assign duties.

- Implementation will vary by size of CE.
2. Adopt anotice of privacy practices.

- Noticeiscomplex. Useaform.

3. Adopt aHIPAA Consent form for Treatment, Payment and Health Care
Operations.

- Recognize consents are distinct from authorizations.
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12 Essential Tasks/Scalability (Continued):

4. Adopt aHIPAA Authorization form.

- Consider using aform developed by professional society/trade
association.

5. Obtain patient Consents and Authorizations under adopted forms.
- Consider procedure that makes sense given what CE currently doing.

6. Identify all “Business Associates,” adopt aform contract and enter into
Business Associate Agreements with all “Business Associates.”

- Final regs more workable than proposed rule.
- Standard industry practice?
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12 Essential Tasks/Scalability (Continued):

7. Adopt policies & procedures to handle patient requests regarding their
protected health information.

- Consider how currently handling requests.

8. Adopt policy regarding “Minimum Necessary” disclosures.
- Similar to current practices?

9. Tran al employees on HIPAA privacy standards, policies & procedures.
- Nature and method of training left to CE.

10. Amend employee manual regarding the HIPAA privacy rules.

- Small providers permitted more limited policies/procedures.
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12 Essential Tasks/Scalability (Continued):

11. Implement HIPAA security safeguards.
- Proposed security regulations are just that: proposals
- But remember current statutory obligation

12. Adopt HIPAA privacy compliance record-keeping policies, including
means to meet disclosure accounting requirement.

- Documentation reguires are extensive

- Create checklists
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STEP FOUR: Gap Analyss

 |dentify the gaps.

- Current policies, procedures, forms and contracts
- Where CE maintains, uses, discloses, or accesses PHI

- Where current policies/procedures/forms/contracts need
to be modified or new ones added
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STEP FOUR GaQ AnaIYSngcont’dz

e Start with assessment checklist: then do formal
analysis

e Create iImplementation work plan

o Software Tools are avallable
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STEP FIVE: ldentify Formsand | mplement
In_accor dance with gap analysisreport

» Forms available through many sources

e QObtain professional consensus on good (i.e., HIPAA
compliant) forms

* Recognize that forms reflect the drafters
e Consider Trade or Professional Associations for source
 Remember: If your client adopts it, then it must comply

with it.
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Review of Cooper ative Arrangements. NCHICA and the
State of Maryland Health Care Commission

What iIsSNCHICA?
North Carolina Healthcar e | nfor mation and
Communications Alliance

Approximately 200 members of NCHICA
* Headlth Plans

» Clearinghouses

» State and Federal Agencies

e Loca Governments

* Vendors

* Professional Associations and Societies

e Research Organizations

e Law Firms
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NCHICA'S

HIPAA |mplementation Task Force

Work groups:
 Transactions, Coding and Identifiers
e Privacy
* Network Interoperability
o Data Security
« Awareness Education and Training

Over 300 participants have been involved in these
efforts.
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NCHICA “Dedliverables’

* Education components.

e Forms.
Consents, Authorizations, Notices.

* Checklists for creation of HIPAA compliant forms.

 Model Agreements (incl. Provider-Attorney Bus. Assoc. Agreement
developed with North Carolina Society of Health Care Attorneys).

e A HIPAA privacy regulation analysis flow chart.

* Identification of North Carolina State Laws and analysis of the “more
stringent state laws’ under the regulations.
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HIPAA Earlyview™ Privacy Software T ool

 Incorporates Maryland Guide to Privacy Rule with
NCHICA “Deliverables’

e 33 Requirements from the Privacy Rule
* 43 Questions keyed to requirements

 |ncorporates industry “best practices’
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HIPAA Earlyview™ Privacy Software Tool

(Continued):

* |ncludes recommended “action items’ to fulfill each
Requirement

* Linksto online sample documents, document portfolio
management facility

 Includes cross references to regulations, definitions, and
related requirements within HIPAA

e User Guide
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The EarlyView™ Privacy Tool

Privacy Rule

Glossary

— | Maryland Guide
_| to Privacy Rule

Requirements

Action ltems
Questions

Document -

Porfalio Blue Area outlines major
nte i the

™™ Privacy Tool

7| NCHIGA Web
Site (Samples)
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Greeting/Splash Screen

(reprinted with permission of NCHICA)

Greeting
NCHICA

HIPAA EarlyView™
Privacy

HIPAA Privacy Requlation Self-Evaluation Tool

hitp /s nchica.org
4159-558-92548
Coperight 2000, 2007 NCHICA Al Right: Heserved
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Main Menu (Others)

(reprinted with permission of NCHICA)

]
HIPAA EarlyView™ Privacy

Your Dept or Raole: |._| im

Edit Departmental Information

Glossary of Privacy Terms
Assessment Guide and Work Plan

Document Portfolio

Choose Report to View or Print

Copyright 2000, 2001 NCHICA www.nchica.orqg All Rights Reserved

(c) 2001 Edward A. Meyer, Esq. 32 www.mcdonaldmeyer.com



Glossary

(reprinted with permission of NCHICA)

B Glossary
S'E.ari:h:l | £~ Find amw ¢ Exact |
Term Definition
At [160.103] [he Sacial Security At il
ANSI (160,103 the American National Standards Institute
Autharizahicn [h;11':fI G'u'il:lé]_ An authﬂnzathh iz & wiitten documert signed by a
patient giving permizzion to a provider to disclose.
pratected hiealth information far purposes ather than
treatment, pavment and health care operations. Ah
Business Associate [MD Guide] A person or entity wha parfnrms a function for o
assishs a covered E;r]tlty ar health care. arrangement
with A funchion of activity w‘ivuh-ﬂngthe LizE ar
dizclosure of individually identifiable health infarmation
Copyright® 2000, 2001 HCHICA www.nchica.org All Right= Reserved ;I

Record; HI d || 1k IH Ih-ﬂ af 72
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Performing the Assessment

(reprinted with permission of NCHICA)

Questions in logical sequence
Explanations and clarifications at each step

B Questionnaire

Cuestion 1:

Privacy Rule Self Assessment

Operational

Uses and Disclosuge® of PHl/‘Hl].

Reports

Supporting sample

documents, forms,

/

operations, ahd authotizath
These are different fram

| PRivacy lies Fegrive canﬁsz disclosyre of PRI for treatment, pavment and hegith care

for aIf other pliposes for which whitten permission s reguived.
senis for the treatment of 2 patient.

Clarify Requirement Sugge=ted Approach

Have you made 3 distinction bebwveen cornsent and authorization docamenils and
dddaed the appropriate language for use and disclosuare of PHI?

i

YOur answer: IN:::t Anzwered 'i Related Action(s)

Copyright 2000, 2001 HCHICA www.nchica.org All Rights Reserved

Record: 14| 4 || 1 v |»1]|r#] of 86 (Fitered)
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References Screen

(reprinted with permission of NCHICA)

n Reference links (WWW) for "Confidential Communications

Requirements”

5164, 522001

Copyright® 2000, 2001 NCHICA www.nchica.org All Rights Reserved
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Clarification of Reguirement

(reprinted with permission of NCHICA)

Clarification

Confidential Communications Bequirements

i’his standard permits individuals to receive communications of PHI from a covered health care pravider or a -
health plan by an-aterpative means of &t analterpative address.

=

ik |
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Suggested Approach Screen

(reprinted with permission of NCHICA)

Best Practice 2

Confidential Communications RBequirements

i-.-’erify contact information and address az part of scheduling office vizits, Inchde a section for aternative -
comtactinformation on patient registration form,

Define the boundaries of "ressonable” in the Motice of Privacy Practices document by noting when your office
will provide-health information to an alternative address of by an alternative means:

Evaluate Health Information System to determing it it can accommodate afternate locations for 2ending billz, ete.

84 I
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Action [tems for Reguirement

(reprinted with permission of NCHICA)
x

ﬂ Action ltems for "Confidential Communications Regquirements”

4 Develop a Motice of Prvacy Practices for the medical practice ||~ m

Develop policies and procedures to handle patient PHI requests m w
Develop and implement a training program for all employees m w

Copyright© 2000, 2001 HCHICA www.nchica.org All Rights Reserved

Record: HI 1 ” 1 M IH IH*I af 3 (Filkered)
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Explain Action ltem

(reprinted with permission of NCHICA)

Explanation of Action

Develop a Hotice of Privacy Practices for the Medical Practice

i’his Moticeis vour public statement and documents volr practice’s privacy policies and procedures, Eneeds a
ta be written in plain lanouatie, and contsin the follovdng informastion:

a.  Information about hossethe practice uses and dizclozes PHI

] Clarification of an individual's privacy rights, i.e.access to PHI

&. The practice's responsibiities under HIPAA,

d:  Haweto file & complaint svith the practice or with the Secretary of HHS

=} The natme, title, and phone number of the practice's contact person

f The effective date of the notice

K. |
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Documents for Action ltem

(reprinted with permission of NCHICA)

Develop a Motice of Privacy Practices for the medical practice

Develop policies and procedures to handle patient PHI requests

H Action Item Documents -

n Documents Related to "Develop policies and procedures to handle
patient PHI requests"”

Mame of Document
b ||Matice of Privacy Practices

Folicies and Procedures for Patient PHI Requests
Syllabuz for Privacy Training

Ayailable Required “Web Search

v ¥
|| i
|| | |

Copyright© 2000, 2001 HCHICA www.nchica.org All Rights Reserved s
"l"l
Record: HI 1 II R IH IHFI af 3 (Filkered)
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Create, Edit, Store and Print
Documents from the Portfolio

reprinted with permission of NCHICA)

H Documents __.

Privacy Document Portfolio

Mame of Document Ayallable Fequred ‘wWeb Search
b I!‘f-.uthnrizatinn Formn far the Practice m [ n v

|Eu3iness Azzociate Contract m [ n v

|I:|:|m|:|uter and Information Uzage Sgreement m [ n o

|Eu:nn3&nt Forrm for the Prachice m I_ n ™ e

IN:::tin:e af Privacy Prachices m v H v

|Palicies and Procedures for Patient PHI Requests m r H v

|Palicies Regarding "Minimum Necessary” PHI Disclozures m r H v

|Privacy Officer Job Description m r H H

Copyrightc 2000, 2001 HCHICA www.nchica.org All Right= Reserved ﬂ
record: 14| 4 [T 1 v |vi|e#|oF 1z
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A Web Document (Linked)

(reprinted with permission of NCHICA)
73 http:/ /www.nchica.org/HIPAASamples /NoPP.doc - Microsoft Interi= |WI XI @l %l @l [=] I gl@l | Q?I ﬁl Q,l i = |

J File Edit  “iew Insert Format Tools Table GoTo  Favorites  Help |

« = @ i Q@ @ & ‘ R B 5 H
Back Farward Skop Reftresh  Home Search Faworites  History Toaols Mail Print Edit
JF\ddFESS IEj http: f hans, nichica, orgHIPASL Samples NoPP, doc ;I |J Links **

Notice of Privacy Practices

Praciftioner and Facifity Development Tips

Arn individhial has a right under most circumstances to adeguate notice of the uses
and disclostres of profected health information that may be made by the coverad entity, and
z of the individual's rights and the covered entity's legal duties with respect to protect health
: information.  The Motice of Privacy Practices outlines how medical information about & patient may be
. used and disclosed and their access to this information.  This documeant provides practitioness
& and facilitios with bast practice guidelines for daveloping an organization spacific Notice
: af Privacy Practices,

Best Practices - Development Guidelines:

v fncticl 8 descrphion, inelbiding at least one examole, of the hypes of uses and disclastrres
that the coverad antity s permitted Lusing protected heath information for treatment

e e e e e e e

&1 (il i |4 Unknown Zane
(C) 200 5ﬂ5tart||] & ™= |J “@Inbax-..] BJcidim'... | €L Hipas | @Dacpur..] Micmsa...”@http:ff... @GM-G...' Do mz1am r.com
L i — = = s o i

—_—vvou tvioy oy vvwww Ty

N E=RE S |

|




Multiple Reports

(reprinted with permission of NCHICA)

Sum of Al Departmens’ 4 to Each Quassi

Counk

Recommended Actions for HIPAA Privacy Rule Compliance 28

Dezigrate a Privacy Official
“ou 13 va note om ple dd e Em

“four organization must desigrate an indidualto be meponsible or the devdoprment and
implementation ofthe poicies and pmceduresthat will be induded bere. This perzon or an
altermative designes) must d=o act asthe cortad person to receiwe inquiies and complaints
abwout privacy, and to provide further infomation about the practice's pivacy practices.

BEample activties for the privacy oficid: overzes the devdopment ofthe practica’s Notice of
Privacy Practices; developthe emploes policies manual on HIPAAprivacy sEndards.

M
Ina srna.ll ofice, the pr!\ec:\fofﬁci_al may dso s:ene. a.s the senf:u'lt\,r officar, EHH Arswered
HHE Guideline: The privacy oficial at a small physician practice maybe the ofice manager, ¥

miom

who will hawe other non-privacy rel@ed duties; the privacy oficil & a large hedth plan may
be a ful-time position, and ray hawve the requir support and adwice of 3 privacy staff or
board.

Dewvelop a Notice of Privacy Practices for the Medical Practice

ol 113 e note om pla d e Em,

Quwstion Humbsor

Thiz Motice i your public statement and documents your practice's privacy policies and
procedures. k needs to be wittzn in plan Brguage, ard contain the folawing infrmation:
a.  hnfomaion about how the practice tces and disdoses PHI

b Clarification of an indwidual’s privacyrights, i.e.accesz o PHI

. The pActics’srespon sibiities under HIP A8

d.  Howto fle 3 complant with the practice o with the Secretany of HHS

e, Thename, tile, and phone number of the pactice's contact person

1. Theeffecive date ofthe notice

HHS Guidelne: The Privacy Rue does not requine that the ndivdud eadthe notice orthat
the covered entityexplain each iterm in the notice before the indudual provides consent. Wie
expect that some patients will smply sign the consent while others will read the nofice
carefully and diszuss some ofthe practices with the covened ertity.

Answers by Department
10k
ol B
i
Thurday Augustdi, 2001 T
L
S
i
.
1k & 2
L]
i iinsitor
[ epartment
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