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1. Privacy/Security Incidents.  Provider will maintain numerous mechanisms that permit Patients, Workforce, Medical Staff, Business Associates and other third parties to confidentially report a suspected Privacy or Security Incident to the Privacy Officer, either in writing, in person or through the use of the Provider incident reporting procedure, or alternatively, through the use of a confidential “HIPAA hotline” number – (800) ______________.  [Double Click Here to Access the Contact Information for the Privacy Officer and the Privacy Office]  All incoming reports of a suspected Privacy/Security Incidents are retrieved and logged by the Privacy Officer or designee and reported to the Corporate Security Officer, in the case of a Security Incident, in addition to a member of the Administrative Team and designated legal counsel.     

2. Contingency Plan.  Provider has established and regularly tests its contingency plan which is made up of policies and procedures for responding to or otherwise recovering from an Emergency, disaster or other occurrence (e.g., fire, vandalism, system failure, natural disaster or other events resulting in a Privacy/Security Incident) which damages or otherwise compromises the privacy or security of the Facility, Information Systems, Workstations, Electronic Media, EPHI or PHI. Provider shall comply with its contingency plan and all such actions implemented in order to preserve, repair, restore or otherwise maintain PHI, EPHI, or both, during or following a Privacy/Security Incident shall be conducted and documented under the direct and personal supervision of the Administrative Team (or designee) and the Privacy and/or Corporate Security Officer, as appropriate. 
3. Investigations
.  

a. The Privacy Officer, in conjunction with the Corporate Security Officer, as appropriate, will investigate all suspected Privacy/Security Incidents and submit a report of all findings to a member of the Administrative Team and designated legal counsel as soon as reasonably possible. 
b. If the investigation concerns possible misconduct involving: 
i. Workforce, the Human Resources Director will receive a copy of the report;
ii. Medical Staff, the Vice President of Medical Affairs will receive a copy of the report; or
iii. A Business Associate or Business Visitor, the appropriate member of the Administrative Team will receive a copy of the report.  
c. The Privacy Officer and Corporate Security Officer, as appropriate, shall maintain a complete and confidential investigation file for all confirmed Privacy/Security Incidents, regardless of the outcome of the investigation.  

d. The Privacy Officer and Corporate Security Officer, as appropriate, shall submit a confidential report to the Compliance Committee regarding the status of all investigations on a regular basis.  
4. Duty to Mitigate.  Provider will mitigate to extent practicable, any harmful effect that is known to Provider resulting from a confirmed Privacy/Security Incident, as appropriate.  The Privacy Office, under the direction of the Privacy Officer and the Corporate Security Officer, as appropriate, will take all steps necessary to mitigate any harmful effects to the fullest extent practicable.  Any actions taken by the Privacy Officer and Corporate Security Officer, as appropriate, pursuant to this section shall be fully and accurately documented with a copy placed in the appropriate confidential investigation file(s).  

5. Duty to Account.  Provider shall account for all confirmed Privacy/Security Incidents in accordance with its then-current HIPAA Accounting policy.  
6. Duty to Disclose.  As soon as possible following the completion of an investigation of any confirmed Privacy/Security Incident, the Administrative Team, in conjunction with legal counsel and the Privacy and/or Corporate Security Officer, as appropriate, shall review all information resulting from the investigation in order to determine whether there is sufficient evidence to confirm that:

e. The Privacy/Security Incident qualified as an Unauthorized Access of Personal Information; and

f. The Unauthorized Access has or could have resulted in Identity Deception or Theft or other fraud affecting a Patient who qualifies as an Indiana or Illinois resident.  

If the Administrative Team, in conjunction with legal counsel, determines that there is a sufficient evidence to confirm both (a) and (b) above, the Administrative Team shall, without unreasonable delay, notify all affected Indiana and/or Illinois residents of the Unauthorized Access to Personal Information, either by regular mail, telephone or facsimile, so that the residents may institute the procedures necessary to decrease the risk of possible misuse of their Personal Information which may result in Identity Deception or Theft or other fraud.    

7. Documentation.  Provider shall document all confirmed Privacy Incidents and Security Incidents and all related investigations and outcomes in a confidential file that is to be retained for six (6) years in accordance with the then-current HIPAA Records Policy.    

8. Prohibition of Intimidation and Retaliatory Acts.  Provider shall not require individuals to waive their rights to file complaints or otherwise report suspected Privacy/Security Incidents with HHS or with Provider as a condition of providing Treatment, Payment or other related services.  Additionally, Provider shall not intimidate, threaten, or coerce, discriminate against or take other retaliatory actions against Patients or other persons who exercise any right established by this Policy or other federal or state privacy laws, for filing a complaint with HHS for testifying, assisting, or participating in an investigation, compliance review, proceeding, or other hearing the subject of which is this Policy; or any person opposing any act or practice made unlawful by federal or state Privacy or State law, provided the person has a good faith belief that the practice opposed is unlawful, and the manner of the opposition is reasonable and does not involve a Disclosure of PHI violation of this Policy or any other federal or state privacy laws.  Additionally, Provider will not tolerate intimidating or retaliatory acts by any Provider representative at any time.  

9. Sanctions.  Provider will maintain, consistently impose and document appropriate sanctions against Workforce who violate this Policy, as follows:  

g. Level 1: Careless Access to PHI.  

i. This level of breach occurs when Workforce unintentionally or carelessly Access, Use or Disclose PHI without a legitimate Need to Know in violation of the Minimum Necessary Matrix.  

ii. Examples include but are not limited to the following: (a) Workforce leaves a Workstation unattended in an accessible area with a Patient Record unsecured; (b) Workforce discusses PHI in a public area that is overheard by unauthorized persons; (c) Workforce leaves contents of the Patient Record in a public area that is accessible to unauthorized persons.  

iii. Disciplinary sanctions for a “Level 1” violation will be administered in a progressive manner.  First and all subsequent offenses, depending upon the facts and circumstances, may include counseling, oral warning, written warning, final written warning, suspension or termination, all of which shall be documented by the Human Resources Department and the Privacy Officer.    

h. Level 2: Intentional Access to PHI for Personal Reason or Personal Gain.

i. This level of breach occurs when Workforce intentionally gains Access to any PHI, including their own, for personal gain or for personal reasons, or upon the request of a Patient, family, friend or other third party, without a legitimate Need to Know in violation of the Minimum Necessary Matrix.  

ii. Examples include but are not limited to the following: (a) Workforce gains Access to PHI for self or others; or (b) Workforce gains Access to PHI out of curiosity.  

iii. Disciplinary sanctions for a “Level 2” violation shall include either suspension of at least three (3) days from work without pay or termination of employment, depending upon the facts and circumstances, all of which shall be documented by the Human Resources Department and the Privacy Officer.  

i. Level 3: Intentional Access to PHI for Financial Gain or Malice.  

i. This level of breach occurs when Workforce intentionally Accesses any PHI, including their own, for financial gain or with malicious intent.  
ii. An example is the Workforce who Access any PHI in return for malicious intent, for compensation, monetary or otherwise, or other financial gain.  

iii. Disciplinary sanctions for a “Level 3” violation is immediate termination of employment which shall be documented by the Human Resources Department and the Privacy Officer.  

Otherwise, in the case of Board Members, Medical Staff, Business Associates, Business Visitors and recipients of Limited Data Sets, Provider will apply appropriate sanctions in accordance with: 

a. The Corporate By laws, Rules and Regulations in the case of Board Members;

b. The Medical Staff Bylaws, Rules and Regulations in the case of Medical Staff; 

c. The terms and conditions of the Business Associate Agreement or Addendum in the case of a Business Associate; or

j. The terms and conditions of the Business Visitor Agreement in the case of a Business Visitor, or

k. The terms and conditions of the Data Use Agreement in the case of a recipient of a Limited Data Set.

10. Termination.  Upon termination, or any other material change in the status of a Workforce, Medical Staff, Business Associate or Business Visitor, the Privacy and/or Corporate Security Officer, in conjunction with the President of Provider or the Human Resources Director will terminate, retrieve, or otherwise amend the person’s physical access to Facility premises, the person’s Access to PHI, or both, as appropriate, no later than one (1) business day following the termination or other change in status.  Double Click Here to Access a Current Copy of the Corporate Electronic Media Access Policy.  
CAPITALIZED TERMS DEFINED:

All capitalized terms used in this Policy are defined here and shall have the same meaning unless otherwise specified.  

Access means, the acquisition and the ability or the means necessary to read, write, modify, communicate, transmit, store, destroy or otherwise have access to PHI or otherwise make use of any source, in any form or medium, that contains PHI.  

Availability means, that date or information is accessible and useable upon demand by an authorized person.  
Business Associate means, a person or entity that performs a function, activity or service for or on behalf of Provider that requires the ability or means necessary to create or otherwise Access PHI in order to perform their duties.  A Business Associate may be a Covered Entity.  Business Associate excludes any person who qualifies as a Workforce, Medical Staff or Business Visitor of Provider.  

Business Visitor means an individual who is on Facility premises for an authorized purpose but who does not otherwise qualify as Workforce, Medical Staff or Business Associate of SSFHS.  Business Visitors exclude persons who qualify as Workforce, Medical Staff or a Business Associate.    

Confidentiality means, the property that data or information is not made available or disclosed to unauthorized persons or processes.  
Corporate Security Officer means, the chief official in charge of designing, developing, and implementing the security system and protocols for this Policy.  

Disclosure means, the release, transfer, provision of Access to, or divulging in any other manner, information held by a person or entity to another person or entity.  

Electronic Media means, (1) electronic storage media, including memory devices in computer (hard drives) and any removable/transportable digital memory medium such as magnetic tape or disk, optical disk, digital memory card, or stick; or (2) electronic transmission media used to exchange information already in electronic storage media such as the internet, extranet, leased lines, dial-up lines, private networks and the physical movement of removable/transportable electronic storage media, but excludes any telephone calls, voice mail messages, videoconferencing or paper–to-paper facsimiles using telephone lines because the information being exchanged did not exist in electronic form prior to the transmission.  Please note that a computer-to-computer facsimile or a telephone voice response and faxback system do qualify as EPHI.  Any Electronic Media containing EPHI of Provider qualifies under this definition, regardless of ownership by Provider or the User personally.  

Electronic Protected Health Information or EPHI, means PHI that is transmitted or maintained through the use of Electronic Media.  
Emergency means, a serious situation or occurrence that happens unexpectedly and demands immediate action or a condition of need for action or assistance.  
Encryption or Encrypted means, the use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without use of a confidential process or key, or alternatively, the data has been secured by another method that renders the data unreadable or unusable.  

Facility means, the physical premises of Provider and the interior and exterior of all buildings on the Provider campus.  
Health and Human Services or HHS means, the United States Department of Health and Human Services’ Office of Civil Rights (Privacy) and/or the Centers for Medicare & Medicaid Services (Security).

Identity Deception or Theft means, an act whereby a person knowingly or intentionally obtains, possesses, transfers or otherwise uses Personal Information of another living or deceased person (a) without the other person’s consent and (b) with intent to harm or defraud the other person or assume another person’s identity or profess to be another person.  
Integrity means, the property that data or information have not been altered or destroyed in an unauthorized manner.  
Medical Staff means, those duly licensed and qualified physicians, other Licensed Health Professionals and other allied health practitioners who are credentialed or otherwise endorsed by Provider to perform certain clinical privileges and such other services for and on behalf of Patients of Provider subject to the Medical Staff Bylaws, Rules and Regulations and Policies of Provider.    

Patient means, an individual who has received, is currently receiving or will receive, Treatment from Provider and is the subject of the PHI protected by this Policy.  

Personal Information means, for purposes of Indiana law, an individual’s social security number or first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not Encrypted or Redacted: (1) Driver’s License number or State identification card; (2) Account number or credit or debit card number; or (3) An Account number or credit card number in combination with any required security code, access code, or password that would permit access to an individual’s financial account.  Personal Information does not mean publicly available information that is lawfully made available to the general public from federal, State or local government records.  For purposes of this Policy, the capitalized term Personal Information can qualify as PHI, EPHI, or both, as those terms are defined here.  
Policy means, the then-current Health Information Privacy and Security Policy of Provider.  

Privacy means, confidentiality or the expectation that data or information is not made available or disclosed to unauthorized persons or processes.  
Privacy Incident means, the attempted or successful unauthorized Access, Use, Disclosure, modification or destruction of PHI.  Note that the term Privacy/Security Incident means either a Privacy Incident involving PHI, a Security Incident involving EPHI, or both.   
Privacy Office means, the office of a Provider’s organization which is headed by the Privacy Officer and responsible for the implementation and maintenance of Provider’s privacy efforts.

Privacy Officer means, the chief official in charge of Provider’s Privacy Office and the overall compliance program associated with this Policy.  

Protected Health Information (PHI) means, Individually Identifiable Health Information that is maintained or transmitted in any form or medium, including but not limited to Electronic Media.  PHI excludes individually identifiable health information in: (1) Education records covered by the Family Educational Right and Privacy Act, as amended, 20 U.S.C. 1232g; (2)Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and (3) Employment Records held by a Covered Entity in its role as an Employer.  For purposes of this Policy, the capitalized term PHI also refers to Personal Information as that capitalized term is defined here.  

Redacted means, the alteration or truncation of data so that not more than the last four (4) digits of certain Personal Information, specifically the driver’s license number, a state identification number, or an account number, or alternatively, no more than the last five (5) digits of a Social Security Number, are accessible as part of the Personal Information.  
Security Incident means, the attempted or successful unauthorized Access, Use, Disclosure, modification or destruction of EPHI interference with system operations, Electronic Media or other components of an Information System containing EPHI.  Note that the term Privacy/Security Incident means either a Privacy Incident involving PHI, a Security Incident involving EPHI, or both.    Examples of a Security Incident, as offered by HHS’ Centers for Medicare & Medicaid Services in a May 2005 publication, are listed as follows:
· Stolen or otherwise inappropriately obtained passwords that are used to access EPHI;

· Corrupted backup tapes that do not allow restorations of EPHI;

· Virus attacks that interference with the operations of information systems with EPHI;

· Physical break-ins leading to the theft of media with EPHI;

· Failure to terminate the account of a former employee that is then used by an unauthorized user to access information systems with EPHI;

· Providing media with EPHI, such as a PC hard drive or laptop, to another user who is not authorized to access the EPHI prior to removing the EPHI stored on the media.  

Unauthorized Access to Personal Information means, the acquisition and the ability or the means necessary to read, write, Use, Disclose, modify, communicate, transmit, store, destroy or otherwise Access to Personal Information, or to make use of any source, in any form or medium, that contains Personal Information.   Examples of an Unauthorized Access to Personal Information include, but are not limited to, improper disposal of Personal Information without shredding, improper transfer of unencrypted or unredacted Personal Information through the use of Electronic Media.  

Unencrypted means, not Encrypted.   

Unredacted means, not Redacted.  
Use means, sharing, employing, applying, utilizing, examining, or analyzing PHI.  

User means, a person or entity with authorized Access to PHI.    
Workforce means, an employee, leased employee, agency staff, Licensed Health Professional student, volunteer or other person whose conduct, in the performance of their duties, would be under the direct supervision and control of Provider, whether compensated or not.  Workforce excludes any person who qualifies as Medical Staff, Business Associate or Business Visitor of Provider.  
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