[image: image1.png]W

Wiley Rein & Fielding Lip






Financial Institutions and the New HIPAA Rules

By Kirk J. Nahra


Financial institutions have been at the forefront of the privacy debate, at least since the passage of the Gramm-Leach-Bliley Act.  G-L-B continues to be a source of ongoing concern, as regulators and legislators at the state and federal level tinker with the privacy and security requirements.  But, do banks also need to be paying more attention to the direct and indirect obligations imposed by the HIPAA Privacy Rule as well? 

While there remains a substantial ongoing debate as to how HIPAA applies to financial institutions (with high level hearings being held on this topic in recent weeks), there are at least four areas where the HIPAA Privacy Rule affects financial institutions –with the extent of the impact varying based on the specific business activities undertaken by the financial institution. 

· The Privacy Rule applies directly to any financial institution that provides health care benefits to their employees. 

· The Privacy Rule may apply directly to financial institutions, to the extent that financial institution is acting as a HIPAA “clearinghouse” – an entity that converts “non-standard electronic health care transactions into “standard” HIPAA transactions. 

· The Privacy Rule may require financial institutions to execute “business associate” agreements with health care customers, passing through many of the HIPAA requirements of these customers to the financial institutions. 

· And, financial institutions, in order to retain or obtain business from a wide range of health care companies, may face strong pressure to bring their practices into line with the HIPAA Privacy Rule, even if the financial institution can make a reasonable argument that the Privacy Rule does not apply to the financial institution’s activities. 


Banks and their Health Benefit Plans

The HIPAA Privacy Rule applies to essentially every employer that provides health care benefits to their employees.  Accordingly, financial institutions must ensure that they are meeting the requirements of the Privacy Rule for its own health benefit plans.  These obligations range from modest (for a fully insured health plan where the bank has a “hands off” approach to management of health care costs) to quite substantial for a self-insured plan with active oversight.  (For more information on how the HIPAA Privacy Rule applies to employer health plans, see Kirk Nahra, “Health Care Privacy Rules Carry Potential for Lawsuit,” Washington Business Journal (December 19, 2003); and Kirk Nahra, “Making Sense of HIPAA Privacy for U.S. Employers,” World Data Protection Report (September 2003)).  

In addition, banks are at the highest risk of HIPAA violations related to their health plan.  Banks have an employee base that has been trained to be sensitive to privacy concerns.  At the same time, banks also need to recognize that there has been a fundamental change in the past few years as to how personal information is protected across the country. Through a wide variety of statutes and regulations (affecting health care, financial services, the Internet, employment and otherwise), privacy rights have become a significantly more protected (and publicized) issue.  So, banks must not only struggle to understand and apply the HIPAA Privacy Rule to their own benefit plans, but must recognize that employees (and the lawyers that might represent them) now are using privacy rights as the basis for allegations and litigation against employers. 

Banks as Clearinghouses? 

The first question HIPAA most banks will face for their “traditional” banking activities is the question of whether their activities bring them within the reach of being a “clearinghouse” under HIPAA – one of the categories of “covered entities” under the HIPAA Administrative Simplification rules.  Under HIPAA, a clearinghouse serves a very specific function – a clearinghouse converts “non-standard” transactions into standard transactions or “standard” transactions into non-standard (e.g., when a physician mails a paper claim to an intermediary, who converts the “non-standard” paper claim into an electronic claim meeting the requirements of a standard transactions, for transmission onto a health insurer for purposes of getting the claim paid).  

If banks act as clearinghouses, then (1) they are covered directly by the HIPAA Privacy Rule as a covered entity for its business operations, and (2) the bank must meet the requirements of the standard transactions rule for its transmission of health care information.    

So, the key question for financial institutions is to understand whether this rule – and the idea of a “clearinghouse” as defined by HIPAA – fits with what a bank does.  

Making this question even more confusing is a statutory provision from the original 1996 HIPAA statute – referred to in the world of financial institutions as “section 1179.”  Section 1179 of the HIPAA statute states that “To the extent that an entity is engaged in the activities of a financial institution, or is engaged in authorizing, processing, clearing, settling, billing, transferring or collecting payments for a financial institution,” then the HIPAA statute and accompanying rules do not apply.

So, what does this mean? 

First, it is clear that the concept of a “clearinghouse” under HIPAA has a very precise definition – and one that is narrower than is typically used in the financial world.  

Second, there is a uniform understanding that a banks role in simply processing checks does not make the financial institution into either a clearinghouse or otherwise bring with it effects from the Privacy Rule or other HIPAA Administrative Simplification rules.  

Third, the next generation issue is whether a financial institution that is engaged in ACH payment activity would be considered a “clearinghouse.”  Many ACH transactions contain some (limited) amounts of patient information – typically so that the financial institution can match a check or other receipt to a specific claim submitted for a particular patient’s treatment.  The financial institution trade organizations have argued forcefully that this ACH activity should be considered “part of section 1179,” and therefore not subject to HIPAA regulation.  Most financial institutions have been adopting this approach to date, although the relevant regulatory agency for HIPAA purposes, HHS, has not taken a position on this approach.  The approach certainly seems reasonable given section 1179, although it may be difficult to reconcile with some of the regulatory language.   

Fourth, the bigger question – and one that financial institutions should be evaluating as they move forward in the future – is whether “additional” services that are provided to health care industry customers will bring their activities within the reach of HIPAA.  Because of the ongoing confusion over how to comply with the standard transactions rule, there are large numbers of health care providers and certain health care payers that remain unable to meet the challenges presented by the Standard Transactions rule.  This presents a great opportunity for the financial services industry – to provide “clearinghouse” services that will allow their customers to receive the administrative benefits of standard transactions.  The clearinghouse industry does not want “unfettered” competition from financial institutions, and therefore has taken the position that when a bank performs true clearinghouse functions – converting non-standard transactions into standard transactions and vice verse, it should not be exempt from the HIPAA regulations.  

Therefore, banks will need to assess these issues in two ways.  First, as financial institutions explore opportunities to provide services to health care customers, will the additional services “cross the line” and force the financial institution to the need to comply with the various HIPAA Rules?  If so, financial institutions also should consider how much this “compliance” will actually affect operations.  Obviously, financial institutions already have strong privacy protections as regulated by the Gramm-Leach-Bliley Act.  Moreover, many of the concerns that have driven G-L-B regulation (such as marketing to customers) are not as relevant when a financial institution provides services to a health care industry customer, but does not provide any services to their patients at all.  Banks also should assess how – if at all – they do seek to use medical information in the course of their ongoing activities (and should be cognizant of the new restrictions on medical information that flow from the Fair and Accurate Credit Transactions Act of 2003 as well).  So, banks should not have a “knee jerk” reaction about being considered a HIPAA clearinghouse – or otherwise facing needs to comply with the HIPAA rules – but should assess these implications carefully.  

Banks as Business Associates

The next generation issue under HIPAA for financial institutions is whether the financial institution – in performing services for a health care industry customer – becomes a “business associate” of that health care industry customer.  A “business associate” performs a function or activity for a HIPAA covered entity that involves the use or disclosure of protected health information (meaning any identifiable information about the covered entity’s patients or members).  If a financial institution becomes a “business associate,” then the HIPAA Privacy Rule forces the covered entity to enter into a new contractual relationship with the business associates that imposes by contract a number of privacy restrictions on the business associate.  This issue has some aspects of the “clearinghouse” debate – but has much broader implications for financial institutions.  

There are a couple of key questions.  First, how does “section 1179” interact with the HIPAA business associate requirements?  While section 1179 seems to imply that financial institutions do not have to worry about HIPAA compliance directly, there has been no explanation as to whether hospitals, health insurers or others who utilize financial institutions are relieved of their own compliance obligations when contracting with financial institutions.  Accordingly, every HIPAA “covered entity” needs to evaluate how it will treat its financial institutions for HIPAA purposes.  

Beyond this question, however, which seems to apply to prevent a financial institution from performing “traditional” financial activities from being forced into being a “business associate,” what about the wide range of professional services that financial institutions are performing for health care entities?  How many of these services will end up being considered “business associate” functions?  In general, financial institutions should examine whether these “additional” services require any specific patient-identifying information for the services to be performed.  If a financial institution receives no patient information, then the financial institution should not be considered a business associate (e.g., a bank is reviewing the overall financial statements of a health care institution, in connection with providing a loan).  If patient information is obtained by the financial institution, is it a necessary part of the service being performed by the financial institution?  For example, checks processed through a bank might include a patient name or address, but this processing would seem to be encompassed within section 1179, and essentially be an incidental part of a service that generally does not involve patient identifying information.  However, if the bank takes extra steps in performing services for a health care institution – such as matching claims to receipts and identifying shortfalls on specific claims – then it becomes much harder for the financial institution to resist the business associate label and its implications.  

HIPAA as a business issue for financial institutions

The last component of this analysis for financial institutions involves whether financial institutions, as a business mandate, will feel pressure to agree to HIPAA restrictions from customers – even if the legal analysis indicates that the financial institution is not required to follow the HIPAA rules.  The practical fact is that most large health care institutions have faced enormous challenges with HIPAA compliance.  For business associates, there may be thousands of potential contracts, and health care entities have resisted efforts to “individualize” these contracts to the specific service provider, simply because of volume concerns.  Therefore, many health care institutions may be unwilling to listen to a debate from a potential service provider that would have the effect of reducing the service provider’s HIPAA obligations.  Financial institutions will need to examine their business model and their clientele, to determine their approach, so that they can have a reasoned response to inquiries concerning ongoing or future business opportunities with health care clients.  They also will need to recognize the privacy pressure facing health care institutions, and prepare a strategy that can give the health care entity sufficient comfort while still preserving the operational flexibility for the financial institution.  Financial institutions also should consider whether they could develop “client confidence” materials, designed to pacify health care companies concerning the financial institution’s policies and procedures concerning the privacy and security of customer information.  

For further information or questions concerning the impact of HIPAA (or other privacy laws) on financial institutions, please contact Kirk J. Nahra at 202.719.7335 or knahra@wrf.com. 

� 	Kirk J. Nahra is a partner with Wiley Rein & Fielding, LLP in Washington, D.C, where he specializes in insurance fraud, privacy, and healthcare litigation and counseling for the health care and property/casualty insurance industry and other industries facing privacy and other compliance obligations. He is the editor of Privacy Officers Advisor, the monthly newsletter of the International Association of Privacy Professionals, serves on the Board of Directors of the IAPP and is General Counsel for the National Health Care Anti-Fraud Association.  He can be reached at 202.719.7335 or � HYPERLINK "mailto:knahra@wrf.com" ��knahra@wrf.com�.  
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